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To

User ID: EU26833
Nguyen, Annie

Status:
Vour request for access has been approved!

essage:
The following toolset is now available fo you
Shipping Instructon Request (SR) ooy

Spcal Instructons:
-PLEASE PRINT THIS EMAIL FOR FUTURE REFERENCE-

Thank you for registering for the DCMA Workspace Portal andlor DCMA web tools.

sTEP1:
Please click here to set your Secuity Options or navigate with your browser to

hitpreset dema.mil. You will be asked to provide your new User D (EU26833) and your
TEMPORARY password (Dcm@3xternaii00]. Please follow the prompts to reset your password and
choose your secrity challenge-response questions.

sTEP2:
When youve completed STEP 1, and your account s acive, you can navigate directy to the €Tools
portal by going to etools dema mil

FUTURE RESETTING OF YOUR PASSWORD:
Ifyouve completed STEP 1 above, you can reset your password by visiting
hitpreset doma millpwdcha him,

Important! Please understand your account will be removed ift remains inactive for 80 days. Please iy
tolog in monthly in order to prevent being removed from the system.

Once again, thank you for registering, and if you have any questions regarding your account, please
‘contact the DCMA Helpdesk at 1-883-676.DCMA (3262)





21 February 2012
DCMA EWAM User GUIDE

Security and Password Setup

Introduction
After approval of any of your DCMA eTools access requests, you will receive an email detailing some important information on logging in with your new account and accessing your applications.  It will be a good idea to save this email for future reference.  Here is an example of what that email will look like.  Please note - the information included in the email such as User ID, Password, etc.  are all sample values and not information that you will use to access your account.
Figure 1 – Approval and access notification from EWAM
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Your User ID

Your Name




The application you were approved for access





Web address for setting up your security information 
(GO HERE FIRST)



Web address if you ever need to reset your password.


DCMA Helpdesk Phone #
Setting up your security information for your account
Step 1
After clicking the link from your confirmation email you will be brought to the security information setup website.  The first screen will ask for the EWAM User ID and the temporary password found in your confirmation email.

Figure 2 – Initial screen for setting up your security info.  Enter your EWAM User ID and temporary password here.
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EU1000) and the password you received in your registration

If you have setup your Challenge and Response only enter your User ID and press the "Password Reset’ button to reset your password.

EWAM User ID ]
Password

= EE

Questions? Please contact the DCMA Help Desk at 1-888.576.DCMA (3262).

eTools Training  Site Index Privacy FOIA Accessibility|




Step 2

Setup your Challenge questions and responses, and click Save.  Please note, the responses you provide here are case sensitive, so if you ever need to use the responses you provide here to reset your password, they will have to be entered in the same case you initially input them.

Figure 3 – Screen for setup your security challenge questions and responses.
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WEB-BASED APPLICATIONS & REPORTS

Please configure the following challenges and responses. You are required to answer all three challenges and your
responses must be unique and not repeated. Also, your responses must be at least 3 characters long.

Clatlnze

Response New fysponse r
Type New Response Again
Challenge v

e E—
Type New Response Again
Challenge v

U S—
Type New Response Again

Questions? Please contact the DCMA Help Desk at 1-888.576.DCMA (3262).

€Tools Training Site Index Privacy FOIA Accessibility|
‘Standard Agency Screen Resolution is 1024 x 768





Step 3

You will be redirected to the Password Management screen to reset your permanent password.  On this screen, you need to enter your EWAM User ID and click the Submit button to proceed.

Figure 4 – Password Management screen to reset permanent password.
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If you have not sefup your challenge and response you will need to do that first before you may change your password.

B —

Questions? Please contact the DCMA Help Desk at 1-888.576.DCMA (3262).

Standard Agency Screen Resolution is 1024 x 768





Step 4

You will be taken to the screen where you are required to answer to your security challenge questions and click the Submit button to proceed.

Figure 5 – Answer to challenge questions.
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Reset Your Password

Please answer your Challenge Questi

Iy ‘What High School did you attend?
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What is your favorite sport?

|

‘What is your favorite movie?
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Questions? Please contact the DCMA Help Desk at 1-888.576.DCMA (3262).
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‘Standard Agency Screen Resolution is 1024 x 768





Step 5

After answering to your challenge question, you will be taken to the Change Password screen.  Review the password requirements, enter the new password, retype the new password and click the Save button.  

Figure 6 – Enter new password and save it.
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New passwords must be at least 15 characters long.
The password must also contain at least 1 uppercase and 1 lowercase letter.
R 1 specal character.

1 numerical value.

Enter new password:
R —

Questions? Please contact the DCMA Help Desk at 1-888.576.DCMA (3262).

Privacy FOIA Accessibility

Standard Agency Screen Resolution is 1024 x 768







You now are brought to the Password-change confirmation page.  From this screen, click the Back button to go to the eTools banner page.
Figure 7 – Password-change confirmation screen.
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Step 6
Click the Accept button on the banner page will take you to the login screen.


Figure 8 – eTools banner page
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WEB-BASED APPLICATIONS & REPORTS

By signing this document, you acknowledge and consent that when you access Department of Defense (DoD)
information systems:

You are accessing a U.S. Government (USG) information system (IS) that is provided for U.S. Government-athorized use
only. By using this IS (which includes any devices attached to this IS), you consent to the following conditions:

The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration
testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and
counterinteligence (Cl) investigations.

Atany time, the USG may inspect and seize data stored on this IS

Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and
search, and may be disclosed or used for any USG-authorized purpose.

This IS includes security measures (e.g., authentication and access controls) to protect USG interests-—not for your
personal benefit or privacy.

Notwithstanding the above, using this IS does not constitute consent to PM, LE or Cl investigative searching or monitoring
of the content of privileged communications, or work product, related to personal representation or services by attorneys,
psychotherapists, or clergy, and their assistants. Such communications and work product are private and confidential. See
User Agreement for details.

Internet





Step 7

At the login screen, you will be asked to enter your User ID and newly created password to log in.

Figure 9 – eTools login page
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WEB-BASED APPLICATIONS & REPORTS

fFyou are a DCMA or

red user, login here. ffyouarenotaDCMA  IfyouareareaDCMA  Online training is available
user, you will need to userand need toreset for our publicly accessible
register for access to your password, please call eTools.

Usemame: [ | eTooovaEwAl the DCVIA Help Desk at 1-
(Extemal Web Access 888-576-DCMA (3262). For a list of training.
Password: [ | ianagemem) modules, please clck
If you are a non-DCMA here.
Fora stepby-step guide yser, please click here to

on registering with EWAM.  reset your password
please click here.

Questions? Please contact the DCMA Help Desk at 1-888.576.DCMA (3262).

ools Training |

‘Standard Agency Screen Resoluton s 1024 x 768




After logging into eTools, you will see the Portal with the icons for EWAM and any eTools applications that you’ve been approved for.  For information on usage of EWAM, please see the EWAM End User Manual.
Figure 10 – eTools Portal with EWAM and your approved Application icons
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Resetting your Password
Step 1
Go to http://reset.dcma.mil/pwdchg.htm to reset your password. At the reset password screen, enter your EWAM User ID and click the Submit button to proceed.
Figure 1 – Password Reset screen
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Step 2

You will be taken to the screen where you are required to answer to your security challenge questions and click the Submit button to proceed.


Figure 2 – Answer to challenge questions.
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Step 3

After answering to your challenge question, you will be taken to the Change Password screen.  Review the password requirements, enter the new password, retype the new password and click the Save button.  


Figure 3 – Enter new password and save it.
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You will then be brought to the Password-change confirmation page.  From this screen, click the Back button to go to the eTools banner page.

Figure 4 – Password-change confirmation screen.
[image: image15.jpg]Welcome to DCMA Password Management

Your Password has been changed. Click on the "Back' button to be redirected to eTools.

Questions? Please contact the DCMA Help Desk at 1-888-576.DCMA (3262).

eTools Training Privacy FOIA Accessibility|
‘Standard Agency Screen Resolution is 1024 x 768






Step 4

Click the Accept button on the banner page will take you to the login screen.


Figure 5 – eTools banner page
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WEB-BASED APPLICATIONS & REPORTS

By signing this document, you acknowledge and consent that when you access Department of Defense (DoD)
information systems:

You are accessing a U.S. Government (USG) information system (IS) that is provided for U.S. Government-athorized use
only. By using this IS (which includes any devices attached to this IS), you consent to the following conditions:

The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration
testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and
counterinteligence (Cl) investigations.

Atany time, the USG may inspect and seize data stored on this IS

Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and
search, and may be disclosed or used for any USG-authorized purpose.

This IS includes security measures (e.g., authentication and access controls) to protect USG interests-—not for your
personal benefit or privacy.

Notwithstanding the above, using this IS does not constitute consent to PM, LE or Cl investigative searching or monitoring
of the content of privileged communications, or work product, related to personal representation or services by attorneys,
psychotherapists, or clergy, and their assistants. Such communications and work product are private and confidential. See
User Agreement for details.
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Step 5

At the login screen, you will be asked to enter your User ID and the updated password to log in.

Figure 6 – eTools login page
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WEB-BASED APPLICATIONS & REPORTS
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After logging into eTools, you will see the Portal with the icons for EWAM and any eTools applications that you’ve been approved for.  For information on usage of EWAM, please see the EWAM End User Manual.
Figure 7 – eTools Portal with EWAM and your approved Application icons
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