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SUBJECT:  Appointment Letter For Designating Army (Put your AC/ASCC/DRU here) Group Administrators
Karen Goldstein  – US Army Contracting Agency 

Karen.Goldstein@hqda.army.mil

(703) 681-3447

1.
You are hereby appointed Department of the Army MACOM/HQ/AGENCY Group Administrator for the WAWF application as requested by the Department of the Army.  Your span of control includes the following Army (Put your AC/ASCC/DRU here) DODAAC(s): XXXXXX As provided by the Department of the Army (Structure) 
2.  You are responsible for the following activities:

a.  Instruct registrants within your span of control to register.
b.  Activate and update users in your group within one business day of request.
c.  Ensure that requests for user access are valid and assign access at the appropriate authorization and privilege level.
d.  Ensure that subordinate group administrators and alternates are created, as necessary.
3.  As an Army (Put your AC/ASCC/DRU here) group administrator, you are a critical part of maintaining system security because you have the ability to grant access to users.  You are responsible for validating the “need to know” of the users that you activate, and would be responsible for de-activating an invalid user.  Ensure that users are whom they say they are and that only the privileges necessary to accomplish their job duties are associated with this activated user account.

4.  If a user’s account needs to be de-activated, you are responsible for de-activating that account by following the procedure in the Group Administrator Manual (GAM).  The Manual can be downloaded from WAWF production upon account activation.  








SUPERVISOR SIGNATURE






